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Excellent Marine Cyber Security System

Background of Cyber Security

Increase of Attack Surface from Cyber Attack

Expansion and Development of IT technology
Increase of IT devices and tools

Adoption of Extensive IT system

Introduction of e-Navigation

Application of Technology for Autonomous Ship

Requirements of IACS UR E26

= Targeting Cyber Resilience of Ship meeting below Five Frameworks
= Apply to the Ships Contracted on or after January 1, 2024
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How Cyber Security is working?
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External Threat
: Melware, Virus, Unauthorized Access
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Portfolio of XCSS

= Role of System Integrator

= Documents for UR E26

= Supply of Network Devices

= Risk Assessment

= Penetration Test

= OT &IT Cyber Security Configuration
= Maintenance of Network device

Role of System Integrator

Support & Feedback
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Excellent Marine Cyber Security System

OT /IT Cyber Security Configuration
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Information Technology (IT) Operation Technology (OT)

Devices, software and associated networking Devices, sensors, software and associated
focusing on the use of data as information, as networking that monitor and control onboard
opposed to Operational Technology (OT). systems.

OT & IT Cyber Security Configuration (Dash Board)
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Core Functions

= Asset Discovery for OT & IT
= Vulnerability & Risk Management for OT & IT
= Threat Detection for OT &IT
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Excellent Marine Cyber Security System

Dashboard for NMS
Interfaces with High Percent Utilization
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Core Functions

= Check Excessive Traffic or Resource
= Network Connection Status
= Generating Alert (alarm)

Advantages of XCSS

= Lower Risk & Higher Reliability

= Less Cost & More Efficiency

= Either Customized Solution or Package Solution
= Solution for both OT & IT




